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TOP 10 TRENDS

in Cybersecurity, 2022

Escalating Stakes Drive Increasing Investments

Top Trends in Cybersecurity, 2022

01J on 03J 04

01 Ransomware becomes th@@ i d
weapon of nation-state cyber ¢ /SOrs
Attack surface Identity system  Digital supply Vendor 4 T
expansion defense chain risk consolidation Datasecops becomesareaiting | () D

Security data lake and SOAR
03 solution combinations begin to push

SIEM solutions underwater

05

Cyber Security Trends

Managed incident response
takes the market by storm

Cybersecurity Distributed Beyond
mesh decisions awareness

os Governments double down
on cybersecurity

B 8 & Firms move full speed ahead with 06
Int t] ¢ Al zero-trust deployment
R ntegraton o . g
Attacks Against 8 : Organizational
and Machine

Cloud Services Learnin Behavior 07 Shift-left security is noble but not
g enough to eliminate cyberattacks

gartner.com

Cybersecurity M&A o 8
will thrive in 2022

Increasing Explosion of

Rise in
loT Devices Threat of BYOD and a2y e The MSSP market grows through

Deepfakes Mobile Devices o aggressive acquisition

Firms mature their approach to
model risk management
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Security Concept & Governance
Asset Security

Identity and Access Management
Communication/Network Security
Security Architecture and Engineering
Security Assessment and Testing
Security Operations

Software Development Security




Asset Security

Identity and Access Management
Communication/Network Security
Security Architecture and Engineering
Security Assessment and Testing
Security Operations

Software Development Security




Fundamental Principles of Security

NANANTNULG L

CIA triad

Confidentiallity

Integrity
« accuracy & reliability
« unauthorized modification
* {Jo9Aiu Hashing,Digital
signatures,Certificates,

Change control

Availability

W agbdifiagiaanns
adidodoulaluszuy
performance deq4

i Snaniisndu Yoaruud by Cyber Resilience

loerunisigndsit liaua BCP,DR,Redundancy,Fault
Data luyn State

tolerance

AvLAy9924 Social Engineering,Breaking

Encryption Server 1
@ 192.168.1.10
7/

Uoagru IAA,Encryption,Data -
P . Load Balancer . 7
Classification,Access controls,User ' ]
m ’ Server 2
Awareness ¥ B @’ 192.168.1.11

Firewall

6 Internet Virtual IP )

Server 3
€ 192.168.1.12

Web Farm




\Wung cyber security
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@ Threat

Aunsland lUdsandauvasszuy

o@o Vulnerability

AR doUVa45:UUYn [KL1ARANSland software hardware
people physical

o@o Risk

Tonnad Threat azlaud Vulnerability sioaiinnsvin Risk
Management %30 Mitigation iloanlon1auazNanszny
AnATSLAN G




Control Types

« Technical Controls - Technology
 Administrative Controls - Management
« Physical Controls - Physically touch

Technical Controls
* Encryption

Antivirus

IPS

Firewall

Access Control

|AA

Administrative Controls

« Risk Management
Vulnerability Accessments
Penetration tests
Awareness & Training
Change Management
BCP




@ Security Policy

« Standards
Procedures
guidelines
Threat Modeling
ldentifying Threats
Reduction/Risk Analysis
Prioritization & Response

MANAGEMENT T

Process
TECHNICAL

PHYSICAL

M. SUCCESS

Technology

OPERATIONS



NIST Privacy Framework:

Secu I’ity Frameworks A Tool for Improving Privacy through Enterprise Risk Management
(Preliminary Draft)

usiaz Frameworks 191%ang¢ a4AUszAdUNNFINLEN

droAuluynuosiiunnsiteiu drulna Iduurdauuy FUNCTIONS CATEGORIES | [SUBCATEGORIES
Layer duuwingonadanuaiuodniioy wazdvune Identify-P rI::): : :
RuaAuA CIA - ) ,
Govern-P J,;_'j;- f 1= =

i Control-P ::}' 14
« ISO/IEC 27000 series ISMS developed by | B! .
ISO&IEC Communicate-P I":> : :
« Zachman Framwork - Enterprise architectures [ ™~ !
Protect-P ‘{::)[ Lt ;

by John Zachman

« TOGAF - EA by The Open Group

« COBITS - business framework for IT
enterprise management and governance
(ISACA)

« NIST SP 800-53 - set of controls checklist
U.S. federal by National Institute of
Standards and Technology

« ITIL - IT Service management by United
Kingdom's Office of Government Commerce

G
|



Security Concept & Governance

Identity and Access Management
Communication/Network Security
Security Architecture and Engineering
Security Assessment and Testing
Security Operations

Software Development Security




Data is a precious thing

@ Asset

- worth to organization

« people, partners, equipment, facilities,
reputation, information

« asset needs to be protected

« information life-cycle

« Threat to information

« mitigating the risks




(BE Information Life Cycle

» Acquisition

]34
e Use
:

* Archival -> Backup

fu
H . Disposal




Security Concept & Governance
Asset Security

Communication/Network Security
Security Architecture and Engineering
Security Assessment and Testing
Security Operations

Software Development Security




Authentication Concepts

 ldentification
subject claiming , subject provide identity to
system, unique identities

Authentication
« Subject(User) Proves identity(Password),
second step,

Authorization
« Access to resources granted based on

000000 proven identity

defense-in-depth
. 5 - multiple security control
AUthentIcatlon * multilayered defense system
* minimizes probability




Factor of Authentication PASSWORD VERIFY

@ Something you know @

Username
« Username & Password
SREReEeN
@ Something you have

 smart card,rfid,HW Token

@ Something you are

* biometric->fingerprint,retinal,iris,voice,facial

@ Somewhere you are @ Something you do

- location using geolocation,|IP,MAC,GPS * gestures on touch screen,keystrokes



Security Concept & Governance
Asset Security
Identity and Access Management

Security Architecture and Engineering
Security Assessment and Testing
Security Operations

Software Development Security



Next-Generation
Firewalls

Packet Filtering
Firewalls

Circuit-level Unified Threat Stateful inspection
Gateways Management Firewalls Firewalls



Intrusion Detection System Intrusion Prevention System
Attacker ! Attacker g
\ntemet \lntemet
\ \
1 1
F Firewall Firewall
ll IPS
1DS [ b=
i A |’Switch i ‘Switch
CarpLAN = chrpLAN

A ——— '
Management System Ev l Management System | ; ,

https://ipwithease.com







» Security Concept & Governance
» Asset Security

Identity and Access Management
Communication/Network Security
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d15auwma (INFORMATION)

d1358und (Information) Ao ninddu e =
arnmAneyluluuuves usuzden . A 7
AIna wiomindduniralgy Arya
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N13A081IALNN SERVER SOFTWARE Document Key ISP

INFORMATION LIFE CYCLE
[ Create Handling Dispose \)




Everything Vulnerable
through ICT

Information

. AULANAIIIZAING
n O rI I l a I O n INFORMATION SECURITY

way CYBER SECURITY

(]
Information security azUn{lm'ﬁagaﬁ
at‘l:luz\luuuum Digital Information

uaz Analog Information Jaaz

Digital Electronic

Information data

= - ® v ol o«
mouaquhlm Physical nmmwuaviinu Information Security ’ Cybersecurity ‘
y e I 3nw Digital Information
. Information Securi Cybersecuri
Cyber security azuntoayndei 4 ty
® annsntnfsteyaldriiu cyberspace Untlas electronic data uay physical data Untlas electronic data winiiu
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INFORMATION SECURITY PLAN
MANAGEMENT SYSTEM (ISMS)

Establish ISMS

- Context

= i - - Leadership
%39 ISO/IEC27001:2013 A9 5¥UUUIW3 - Planning
g Ian1sanutuaslasanyarsaund 1Ju =Support
g WIATFILEINALUUNITUTNITIANTTDYA
ﬂ ’3 ’-] jJ jJ u ﬂ Q dsaunadiAgy ilianuduasasnny
IS0 27001 DO

Information Security 8 - Operation Implement &
Management System Operate ISMS

ACT

Jasansarsaume

CHECK

Monitor & Review ISMS

9 - Performance

Evaluation




anusiuasasnieleoues
(CYBERSECURITY)

NIST Cyber Security Framework

Recover

anugnnianazunlas Cyberspace

a & o a - «
(MIONUYINIY Cyber VIDFEUUADUNIRADS

Identify Protect Detect

1A30918) 9nn13laui Cyber

Anomalies and
Events

AWA‘W"‘"“ and Security Continuous
Training Monitoring

Asset Management Access Control

Recovery Planning

NINYE

Business
Environment

Framework

Governance Data Security

Detection Processes

Communications

Info Protection

Risk Assessment Processes and

NIDUUIATFIUAIUNITINEIAIULUAS Procedures
Uaﬂﬂﬁu‘”lua" Risk Management Maintenance
Strategy
Protective
Technology
wadalathail
nindauuas teaafuazlathe wadaladiedl | | medaladhed Hudu
NTZUUMS ANNIOATINY | | EWNTOADUAUDY AUENNIA
Tathaildaans wansaify HANSENUIINAY VITUY
mstieadu anmuiluwes | | Aanammalewed AN3AUNA




CYBERSECURITY FRAMEWORK

Technical Controls

Non-technical Controls

NIST Framework

The US National Institute of
Standards and Technology

(NIST)

UL URINYDINTEN T WUV NS

NaUUAYULATINEINIATFINANUUADANY

luviate g munaunlasszuuvesoenns

PROTECT

IDENTIFY DETECT RESPOND RECOVER
Technical Technical Technical Technical Technical
controls controls controls controls controls
(Vulnerability (Firewall, AWL, (IPS, IDS, SIEM, (IPS, Recovery (Back-up Control
scanning, AV, IPS, DC, Security CD,...) Center, ...)
Monitoring ...) network Dashboard ...)
segmentation, ....)

Non-technical
comtrols

(Assessments,
Risk management)

Non-<technical
controls

(Security Policles
& Procedures)

Non-technical
controls

(Security

monitoring)

Non-technical
controls

(Security incident
response,
Disconnection
management)

Non-<technical
controls

(Data recovery,
Disaster recovery)
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(identify)

Iviulsuisuazuuau)inn1suIHIsIAN59ealndseuy (VULNERABILITY MANAGEMENT PROCEDURE)

H9911n15UszIuteslndnazauANAauNIziInITnadaussuulnile 9 Alausda wiaatlunns

wWasuudasszuuidrfgyle g AvuinisidAny veaniieauvesdy wazuiieeu Cli

o ATNATUA Xt ‘ ing) Tnslanizag 19
szuumaluladansauna (Information Technology: IT) filausiadudumadidia (Internet Facing)
o T i ADIATOUAGY

- R 2o,

| M FIASauULE 5‘55U1.I'Uﬂ~!'[ﬂﬁlﬁ
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NIV I UUTANRTILNTS (SYSTEM HARDENING)

FavhienansuasgunsimuasitusiduadnusiunsUaende S ecur | ty

v v o ¥ 9 o : o 2 - o S °
ARIAINUIATFIUNTITNINUAATVUATIATUAITUUUAIUADALN ecurity Baseline Configuration Base Ine

3 —~ i o . ' i o o
Standards) YVAAYBIUTNSNEIAYVBINUIBIUYBLST HasnLIeu Cll Ndennaasnulusiva
audssdiunisinuianusiuasuasasileiuas (Cybersecurity Risk Profile) 115U SVStEl N

Hardenging
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Security Baseline&
System

management profiles (Automated) - -
. 1.2.5 Ensure valid certificate is set for browser-based
H a rd e n g | n g administrator interface (Automated) - =
1.3 Minimum Password Requirements
1.3.1 Ensure 'Minimum Password Complexity' is enabled O O
(Automated)
1.3.2 Ensure 'Minimum Length' is greater than or equal to 12 0 O
@ CIS Benchmarks (Automated)
1.3.3 Ensure 'Minimum Uppercase Letters' is greater than or O O
equal to 1 (Automated)
1.3.4 Ensure 'Minimum Lowercase Letters' is greater than or O 0
equal to 1 (Automated)
1.3.5 Ensure 'Minimum Numeric Letters' is greater than or equal O 0
to 1 (Automated)
1.3.6 Ensure 'Minimum Special Characters' is greater than or O 0
equal to 1 (Automated)
1.3.7 Ensure 'Required Password Change Period’ is less than or O 0
equal to 90 days (Automated)
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Network Access Control
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Information Security Incident Management
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(CSC: Cyber Security Center)
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Cyber Security Center

______________________________________________________________________________________________________________________________________________________________________________________________________________
1. UINSLB9TULNEnNaUaUaInaAnAId (Incident Response)

MTIVABUANMULAL TURIAANNBANAY
mMsfuileuazuAlumnieanay o aouiiiame (on site)
nsatuayunsTulowazui lumnana
mMsUszanunuiiesuiiewazulumnsoana

2. Usmafissniatasiufzanau (Protect)
N1SLALADULALLNUUNIVBYAYIENT
MTIVEADUYDIUNIVDIT5UU (Network / Servers / e-Mail Phishing, App data)
as19ANIANNRsEinauAsAnAu el uasine YU

3. UsmsuimsannmwnsduausiunsUasndie (Security Standard)
mMssflunsmunulsnslarunufiRmuanuiuasaenfuasaume
MsmdumsnuanassIueNiuAsUanfsa sAUmNAD WY
NI UL UTELAY
TyAUTne
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1) Vulnerability Assessment AU89IUNNN 1 p$a dlo U
2) Penetration Testing sxuufifinanudnfny > 1 530U #9 U
3) AAseidyninisgnuaenaiaiaya e-mail phishing 1 ass sie ¥
4) IRnBUTNANNIMAnATalEIuady (NG IT-Admin) 2 A3 ol T
5) dnflneusuatsrnuaszmiin (Infnw upainsily) 2 p%4 oo T
6) finnu aTEauUTEiu AwusihusuugsmuamuUasnelaiues Auntlg e 1 ASael
7) asunansaniiuey 3nvinsieulseint 1 Assiol

8) NUNIU U%’Uﬂqqmmmﬁmmﬁumﬂaaﬂﬁﬂlezjwa% (Review Security Policy) 1 % sie U
9) $1apsanunisal Wewdluvnnnsal fAuszuy 2 p¥asie T
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Vulnerabilities Assessment Service
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Vulnerability Assessment Service Form

Hi, OPAS. When you submit this form, the owner will see your name and email address.

* Required

1. Tavahmau *

Select your answer

2.1@371 / nas

Enter your answer

3. Tasulszanueu *

Enter your answer ‘

4. asmséasa *

The value must be a number

5. funsasmsliisuasaday *

‘ Please input date (M/d/yyyy)
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FW: Nessus Scan Results: nmxn1s§aa1sujaﬂu

5% Translate message to: English | Never translate from: Thai

e 1 & & D R

k SANTI SIANGWONG

TANCHANPONG; OPAS MUENSAEN: THOMHATHAI JINO Nessus Scan Report

MNessus completed the scan ﬂm_ Please click here to view and edit the scan results.
o acu
yastATasmitnarauiinead alnsalsruuaiatng wasalasaiiifiandas wWialwviuldnnudsanudns wiatasluil Report Summary

ar - o or . v e vk -] = v
fdawid {Malware) wu3a ‘lada (Virus) mihaunlaudladsnanssunsaunuiinad Tuiinuaaanansnmulandanunaa
=l

Aauii Weilanaazilasainszuuiiaialuld@Funisdads Patch agiamnzauniatads wintiaainnsldudadinis Plugins: Top 5
w = = " o w ' =l
gnlasnisutaya wWiansgaidatayadidAqdayananunsaununadlnl ey file Auuvun Severity Plugin Id MName

158900 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
Apache < 2.4.49 Multiple Vulnerabilities

Apache < 2.4.49 Multiple Vulnerabilities

VMware ESX / ESXi Unsupported Version Detection
Apache 2.2.x < 2.2.13 APR apr_palloc Heap Overflow

Taara THNUIUETUATWAYIANT NTIUNANTT ALAUWNIN NV TAINHaE TUSTUL TR NHUN TG kekke
flaraslui Hardening S
1.Update Services Pack and Patch e rrrrr————
2.Upgrade Programs
3.Update Configure
4.Disable Unused Services

AHAULATTNAE I
' o = = o = 1
drnusaavaTuladaisauinauyiiinanasi gl

Hosts: Top 5

Host Critical High Medium Low Info Total
From: Nessus Server [mailto:no-reply-nessus@cmu.ac.th]
Sent: Monday, April 25, 2022 1:23 AM 202.28. 11 19 45 1 63 139
To: OPAS MUENSAEN <opas.m@cmu.ac.th=; SANTI SIANGWONG <santi.s@cmu.ac.th> G 2 11 0 04 113
Subject: Nessus Scan Results: auzasisaissam 1 5 9 0 48 63
1 2 13 1 B1 104
0 1 7 0 65 73
Suggested Remediations (TOP 10)
Taking the following actions across 3 hosts would resolve 76% of the vulnerabilities on the network:
Action to take Yulns Hosts

Armarkha 7 A w ~ 737 A B2 Malinla VhalrarshiliFiaes Hinarsda #a Anacha vrmrcinn 7 A B2 ar labar 11n g |
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Vulnerability Report

-

dninusmstmaTulafdasauma

naEiansaall
AMEIMNTTHAARS 0 0 3 32
AELENI9ESAA
AELETMENMIERNT CRITICAL HIGH MEDIUM Low INFO
naESgmansuarigUsTmaumans
SUANBINAMMUMTANEA Vulnerabilities Total: 35
AMEINENAERS
ﬁﬂmmﬁﬂmﬁu SEVERITY 3::5 PLUGIN NAME
TR IVENGaE - : - :
. 5119:; i

nacsaailnanssuaans MEDIUM 6.5 51192 SSL Certificate Cannot Be Trusted
dnlnauuminenat 6.5 157285 TLS Version 1.1 Protocol Deprecated
dninnasa :
dnindaaGudalinunsssy N/A 57582 SSL Self-Signed Cerlificate

L - N/A 45180 Additional DNS Hostnames
dontuIFeineddssuasa Tulad
RALEAEUAMA RS NIA 45590 Common Platform Enumeration (CPE)
dnlnauuminenat
a L _ INFO NIA 54615 Device Type
wenandaly da uarnaTuiad - yp_

o 4 1 w lj ,J 8 Q 1 u a ’] ﬁ1 %JU ﬂ 1 j 1_1 j g Lﬁ u VA auinuinmassuannaTulad INF N/A . 34502" HSTS Missing From HTTPS Server

AMELAFTAARS

e : INFO 01( :
aouIdsinenansauav N/A 10107 HTTP Server Type and Version

AELEUEAIARS INFO NA 24260 HyperText Transfer Protocol (HTTP) Information
TnenazuuEuIRATIUAIIR - - :

AMEFITISUFUMTRT N/A 11219 Nessus SYN scanner

HELLWEI"IL.I"IRH"I fAng INFO N/A 19506 Nessus Scan Information

AMENISAAATHIATY

AELEDRATHATTULN AT NA 11936 0S8 Identification

AOULELATHF AT - - '

P - i~ INFO N/A 31422 Reverse NAT/Intercepting Proxy Detection
AinuumInenan - pling Proxy

ARLEIUREAERS N/A 58984 §SL/TLS Versions Supported
dlnnudaunarlssanana :

o ) 3208 i i i i iri
S - NIA . 8329 " SSsL Cerllﬁrj;-ne Chain Contains Certificates Explnng. Soon
AUAUUNTIVIEN AL N/A 56472 SSL Certificate Chain Contains Unnecessary Certificates
AUETUGUANE AT

AALEUMNE MRS N/A 56471 SSL Certificate Chain Not Sorted
@uul}nﬂﬂmnmn’ﬁmhmmumm‘iﬂnnm ualsnaTuladasauma aumsEs 1S U, NIA 43981 SS1 Certificate Exiry - Futurs Exoirv

AoTuAI=N

nmmﬁ‘mﬁ'ﬁmm
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Vulnerability

Count of Risk

470
- -

Risk Ratio by Faculty

Count of Risk by Risk Y B

Risk @Critical ®High

;— 279 (37.25%)

21.46
]

Risk Ratio by Server

Count of Risk by Risk and Port

338953

Mame QOrgMName o

. 4.04 4.02
o - -
Count of Risk by Host and Risk Risk Port
Risk @ High @Critical Critical 25
High 25
2022
202 Critical 444
202.
o 2022 High 0
T
2022
2022 High 0
202.
10.
0 20 40 60 High 444

S50 Version 2 and 3 Protocol Detection

55L Medium Strength Cipher Suites
Supported (SWEET32)

55L Medium Strength Cipher Suites
Supported (SWEET322)

VMware ESX / ESXi Unsupported Version
Detection

ESXi 6.0 < Build 5485776 Multiple
Vulnerabilities (VM5A-2017-0015) {remote
check)

ESXi 6.0 U1 < Build 5251621 / 6.0 U2 < Build
5251623 / 6.0 U3 < Build 5224934 Multiple

Vulnerahilities (WVMSA-2017-0006) {remote
check)

ESXi 55 /6.0 /6.5 / Multiple Vulnerabilities

o AT T o O, W ST o T o O, T S I L, T T, I o W W R )

Count of Risk

Trtal
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CVE

Name

Search Q

orgName ® o[ —

CVE-2021-23017 : 2 4 3 1 b

CVE-2021-34798 [IE 6 3 p) 6 5 20

cve-2021-39275 | W W ST 2o
g cve-2021-40433 PN WP R Y 20

CVE-2019-17567 17

CVE-2020-13938 17

CVE-2020-13950 17

0 10 20 30 40 50
Count of CVE

g‘u’E Count of CVE Risk Host OrgName Name
CVE-2022-23943 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-23943 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22721 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22721 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22720 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22720 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22719 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2022-22719 1 Critical 202282 Apache 2.4.x < 2.4.53 Multiple Vulnerabilities
CVE-2021-44790 1 Critical 202.28. Apache 2.4.x < 2.4.52 Multiple Vulnerabilities
CVE-2021-44790 1 Critical 202282 Apache 2.4.x < 2.4.52 Multiple Vulnerabilities
CVE-2021-44790 2 Critical 202282 Apache 2.4.x < 2.4.52 Multiple Vulnerabilities
Total 639

<
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